




Red Flags – Labor Mischarging – Other
• Seemingly unrelated task and steps on a 

statement of work for similar tasks, lower 
unit costs on fixed-price contracts and 
higher unit costs on cost-type contracts

• Labor standards not updated after 
contractor improves its manufacturing 
technology

• Old labor standards used to support 
proposals

• Unavailability of supporting documentation 
for proposed standards

• Duplicate employee identification cards to 
charge labor hours on automated systems

Red Flags – Labor Mischarging – Other
• Significant increases in charges to overhead 

accounts (idle time, down time, non-applied 
time)

• High percentage of employees charging to 
indirect accounts

• Frequent reclassification of employees from 
direct to indirect or from indirect to direct labor 
charge categories

• Sudden, significant fluctuations between 
contractor direct and indirect labor rates

• Unusual variations in labor rates for certain 
employees from pay period to pay period

Red Flags – Labor Mischarging – Other
• Labor rates that do not change for certain 

salaried, exempt personnel
• Fixed price contracts that are always 

completed with actual labor hours or costs 
equal to or slightly less than budgeted labor 
costs

• A mix of cost-type and fixed price contracts 
for the same or very similar types of work

• Incomplete personnel files; no withholding, 
insurance or other expected forms

• Labor employees have unissued or incorrect 
SSN.



Red Flags – Labor Mischarging – Other
• Personnel files that cannot be found, 

or "found" after a delay
• Personnel file info suggests employee 

does not meet the contract 
qualification requirements

• Different personnel charged to 
contract than proposed

• Consistent splits of time among cost 
objectives by individual employee

• Time charges by employees or 
categories that exactly match 
budgeted amounts.

Red Flags – Labor Mischarging – Other
• Unusual fluctuations in ratios of labor 

hours or costs to units of product or 
services produced

• Posted instructions on how to record (or 
not record) time on particular contracts    

• Employees do not know cost 
accounting or code for work performed

• Pattern of same employees absent on 
pay days

• Payroll checks are endorsed to third 
parties (very strong indicator)

Red Flags – Labor Mischarging – Other
• Distinctive pattern of labor charges against 

overhead or G&A accounts such as 
Independent Research and Development 
(IR&D) and Bid and Proposal (B&P)

• Sudden changes or unusual patterns in 
charges to overhead or G&A accounts

• Unusually high or low percentage of indirect 
charging employees   

• Low amount of costs charged to large complex 
proposals

• Frequent adjusting of journal entries with 
descriptions such as charged wrong "work 
order" or "contract number"



Red Flags – Labor Mischarging – Other

• The lack of a clear audit 
trail to verify propriety 
of labor charges

• Weak internal controls 
that allow opportunities 
to adjust labor charges

Materials Cost Mischarging
• Material mischarges 

usually involve raw 
materials that can be 
used on different contract 
products.

Methods of Materials Cost Mischarging
• Charging material costs incurred on a 

fixed-price contract to a cost-type 
contract

• Charging the same cost to more than 
one contract

• Charging non-existent costs or costs 
at inflated amounts

• Charging unallowable costs, e.g., 
entertainment or advertising, to the 
contract

• Misrepresenting or disguising 
unallowable costs as allowable costs



Methods of Materials Cost Mischarging

• Charging costs to the wrong category 
or contract

• Failing to pass on discounts, credits or 
refunds received

• Applying inappropriate indirect rates to 
material costs

• Charging normal indirect costs as 
direct costs

• Charging at standard rather than actual 
rates

Methods of Materials Cost Mischarging
• Making unrecorded transfers of 

materials to another contract
• Purchasing excessive materials on 

one contract and using them on 
another contract

• Purchasing from a subsidiary or 
affiliated company at inflated prices

• Manipulating inventory pricing 
methods to inflate material values

• Charging materials from inventory 
at current high prices rather than 
the actual lower purchase prices

Red Flags – Materials Cost Mischarging
• Contractor has simultaneous similar cost-type 

and fixed price contracts
• Transfers of material costs from one contract 

to another, particularly from a fixed-price or 
commercial contract to cost-type or 
government contract

• Numerous material transfers at beginning and 
end of contract

• Transfers from ongoing jobs to open work 
orders for items previously delivered

• Transfers from ongoing jobs to open work 
orders for items scheduled for delivery in the 
distant future



Red Flags – Materials Cost Mischarging
• Transfers at costs substantially 

different (higher or lower) than 
actual

• Mass transfers from one job order 
to various other job orders.  

• Costs still charged to the original 
job order, but no physical 
inventory is left on the job 

• Transfers from prior lot work 
orders to current or forecasted 
work orders

• Mass transfers to scrap account

Red Flags – Materials Cost Mischarging

• Mass transfers to inventory write-
off account

• Transfers to or via a suspense or 
any type of holding account

• Materials ordered and charged in 
excess of contract requirements; 
materials can't be accounted for.

Red Flags – Materials Cost Mischarging
• Initial billings for actual material costs in 

excess of negotiated costs
• Later billings showing a downward 

adjustment in material costs as 
labor/overhead costs increase

• Reusable materials are used on many jobs 
but charged to each contract as a new 
expenditure

• No reporting of residual or excess 
materials by the contractor

• Significant transfers to scrap accounts or 
inventory write-off accounts



Red Flags – Materials Cost Mischarging
• Consistently poor quality or illegible 

supporting documents
• Photocopies of purchasing records 

where originals are expected
• Lost or misplaced purchasing or 

transfer records, or records "found" 
after delay

• Actual material usage differs 
significantly from budgeted amounts

• Actual material prices differ 
significantly from budgeted amounts

Red Flags – Materials Cost Mischarging
• Costs recorded in inappropriately or 

vaguely named accounts
• Same types of materials appear in 

indirect and direct cost accounts
• Outdated standard prices for materials
• Material quantities and costs on fixed-

price contracts are consistently equal 
to or less than budgeted amounts

• Computed unit quantities of materials 
exceed specifications

Red Flags – Materials Cost Mischarging
• Wide variation of unit prices for same or 

similar items
• Wide variation between standard and 

actual material costs and quantities
• No or very low variation between standard 

and actual material costs and quantities
• Materials sold or disposed of as scrap or 

obsolete while same or similar materials 
are being purchased

• Location on delivery or receiving reports 
differs from location where work is 
performed



Red Flags – Materials Cost Mischarging
• Same person authorizes purchase 

requisition, purchase order and 
receiving report

• Materials ordered and charged in 
excess of contract requirements

• Disproportionate increase in the 
proposed scrap factor

• Disproportionate increase in 
inventory write-off

• Large quantity of or significant 
costs for "found" parts

Red Flags – Materials Cost Mischarging
• Significant increases or decreases to a 

sensitive account, such as scrap, 
inventory write-off, or rework

• Different supporting documents provided 
for the same item with unit prices varying 
widely for the same part, for no obvious 
reason.

• Vague terms used to bid materials 
discreetly which are based solely on 
management's judgment 

• Repeated noncompliance with the 
contractor's disclosed bidding or 
estimating practices

Red Flags – Materials Cost Mischarging
• High material usage variances
• Seemingly unrelated materials 

charged on routing slips
• Material standards not updated 

although improves technology or 
design

• Old material standards used to 
support proposals

• Unavailability of supporting 
documentation for proposed 
standards



Red Flags – Materials Cost Mischarging
• A significant variance between proposed 

versus negotiated vendor prices
• High percentage of noncompetitive 

subcontract awards with poor 
explanations

• Contractor policy of classifying an award 
as competitive with only two quotes

• Original documentation consistently 
unavailable for the auditor's review

• Consistently poor, illegible copies of 
supporting documentation

Red Flags – Materials Cost Mischarging
• The lack of a clear audit trail to 

verify the propriety of material 
charges

• Poor internal controls over the 
receipt of goods and physical 
inventories

• Weak internal controls that allow 
numerous opportunities to adjust 
material charges

Detecting Labor Cost Mischarging

• Discrepancies or 
unusual matches 

• Price discrepancies 



Detecting Labor Cost Mischarging
• Examine time cards and related labor cost 

records. Look for:
– Contractor has simultaneous cost-type and 

fixed price contracts
– Transfers of labor charges from fixed price to 

cost-type contract or between cost categories.
• Perform surprise floor checks to verify 

employees are working on charged projects, 
completing their time cards on daily basis, 
and that they are not being completed by 
others.

• Compare time card charges to amounts billed 
by contractor.

Detecting Labor Cost Mischarging
• Compare time card charges to labor 

distribution summaries.
• Inspect time cards and note apparent 

changes, replacements or apparently copied 
signatures.  Look for repeated instances or a 
pattern of charges which increase the cost of 
cost-plus contracts.

• Review time card charges of direct and 
indirect personnel and determine the 
propriety of unusual charges to labor 
categories, e.g., indirect personnel directly 
charging contracts, or direct charge 
personnel charging indirect accounts, etc.

Detecting Labor Cost Mischarging
• Review accounting journal entries for 

repeated or unusual journal entries or 
labor coding errors.

• Calculate and compare per-unit labor 
costs for like items under different 
contracts and lots to identify unusual 
differences.

• Compare labor costs on a unit (weight, 
volume, quantity) basis over time to 
identify unusual fluctuations. 

• Review standard and actual labor rates 
over time to determine the extent and 
treatment of variances.  Note how 
frequently standard costs are updated.



Detecting Labor Cost Mischarging
• Compare labor charges to direct and 

indirect accounts and identify 
inconsistent treatment.

• Prepare a schedule of salary or wage 
changes and compare to contract award 
dates and labor rates.

• Compare employee termination records 
to employee time and labor charges to 
identify terminated employees who are 
charged to contracts.

• Compare employee personnel records to 
contract position qualification 
requirements.

Detecting Labor Cost Mischarging
• Review accounting journal entries for 

repeated or unusual journal entries or labor 
coding errors.

• Calculate and compare per-unit labor costs 
for like items under different contracts and 
lots to identify unusual differences.

• Compare labor costs on a unit (weight, 
volume, quantity) basis over time to identify 
unusual fluctuations. 

• Review standard and actual labor rates over 
time to determine the extent and treatment 
of variances.  Note how frequently standard 
costs are updated.

Detecting Labor Cost Mischarging
• Observe the distribution of pay checks and look for 

absent employees; determine if employee exists by:
• Review personnel files and identify:

– Fictitious SSN numbers
– Employees claiming no health benefits or deductions
– Employees with no or incomplete personnel file

• Review canceled pay checks and:
– Look for unusual endorsements or same handwriting on 

different endorsements
– Compare endorsements on checks to signatures in 

personnel file
• Interview contractor and agency personnel about the 

presence of indicators.



Detecting Labor Cost Mischarging
• Review Court Filings 

and Media Sources to 
see if the contractor 
has a history of cost 
mischarging or other 
fraudulent conduct.

• Review prior 
complaints, audit and 
investigative reports.

Detecting Materials Cost Mischarging

• Discrepancies or 
unusual matches 

• Price discrepancies 

Detecting Materials Cost Mischarging
• Examine contract and cost files for the 

relevant time period.  Look for:
– Contractors with simultaneous cost-type and 

fixed price contracts
– Material cost transfers from fixed price to cost-

type contacts or between cost categories.
• Compare budgeted or projected material 

costs to actual costs claimed by the vendor.
• Contact materials vendors and confirm prices, 

quantities and payment terms.
• Examine suspect contracts and prepare 

schedules to compare contract charges, e.g., 
material costs, refunds, credits or discounts, 
etc., to determine if they have been properly 
charged to the correct contracts.



Detecting Materials Cost Mischarging
• Compare material costs for like items under different 

contracts (usually between fixed price or commercial 
and cost-type or government contracts).  Resolve 
unusual differences.

• Compare materials costs on a unit (weight, volume, 
quantity) basis over time and identify any unusual 
fluctuations.

• Review standard and actual costs of materials over 
time to determine variances and how frequently 
standard costs are updated.

• Compare material charges to direct and indirect 
accounts and identify materials that are not recorded 
consistently.

Detecting Materials Cost Mischarging
• Examine miscellaneous income accounts 

to identify discounts, rebates, or other 
credits being recorded as income rather 
than reductions to material costs.

• Review material procurement to assure 
competitiveness.   Investigate vendor 
ownership to detect affiliations or 
common ownership.

• Compare scrap sales and disposals to 
current purchases.  Compare addresses, 
phone numbers and owners of scrap 
purchasers with current vendors and note 
matches.

• Review material orders to identify 
unusual "deliver to" addresses.

Detecting Materials Cost Mischarging
• Review receiving reports to identify unusual 

addresses.
• Prepare a schedule comparing authorizing 

signatures on purchase requisitions, 
purchase orders, and receiving reports.

• Review accounting entries adjusting physical 
inventories, scrap accounts, and other 
supplies to determine propriety of charges 
and credits to these accounts and 
corresponding contracts.

• Test internal controls over the receipt of 
goods, including adequate documentation 
for the receipt and recording of materials 
charged to contracts.



Detecting Materials Cost Mischarging
• Interview company or 

agency personnel about the 
presence of indicators. 

• Review court filings and 
media sources to see if the 
contractor has a history of 
cost mischarging or other 
fraudulent conduct.

• Review prior complaints, 
audit and investigative 
reports.

DEFECTIVE PRICING
• Defective pricing occurs in 

negotiated contracts when 
government contractors fail to 
disclose current, complete, 
and accurate cost or pricing 
data in their price proposals, 
resulting in an increased 
contract price.

Defective Pricing Methods - Labor
• Using outdated cost schedules
• Using lower rate personnel to 

perform work at higher rates
• Using salaried personnel to 

perform uncompensated overtime
• Failing to account for "learning-

curve" cost reductions
• Subcontracting to affiliated 

companies at inflated rates



Defective Pricing Methods - Materials

• Using outdated standard costs
• Using small quantity costs to price 

large quantity purchases
• Subcontracting to or purchasing from 

affiliated companies at inflated prices
• Obtaining vendor quotes only from 

high-priced companies
• Colluding with vendors to charge high 

prices and rebating part of the price 
increase without disclosure

Defective Pricing Methods - Materials
• Falsifying supporting 

documentation
• Failing to disclose discounts 

and credits
• Failing to disclose residual 

materials inventory
• Using phantom suppliers to 

inflate costs

Defective Pricing Methods - Materials

• Failing to disclose changes in 
"make or buy" decisions

• Estimating costs based on 
invalid cost allocation methods

• Using unsupported cost 
escalation factors

• Proposing development work 
that has already been performed 
on other contracts



Red Flags – Defective Pricing
• Contractor refuses, delays or is unable to 

provide supporting documentation for 
costs

• Contractor provides inadequate or 
incomplete documentation for cost 
proposals

• Use of out-of-date pricing information in 
cost proposals or cost-type contracts

• Discrepancy between quoted prices and 
actual prices 

• Apparent changes to documents 
supporting cost calculations

Red Flags – Defective Pricing
• Apparent high prices compared to similar 

contracts, price lists or industry averages
• Unrealistically high profit margins on 

completed work
• Unusual variances between estimated or 

reported costs and actual costs
• Subcontractors or vendors used during 

contract performance that differ from the 
subcontractors or vendors named in the 
proposal or contract 

• Subcontract or vendor prices differ from 
prices used in developing estimated costs

Red Flags – Defective Pricing
• Different people work on the contract 

than are named in the proposal or 
contract

• Materials, supplies, or components 
used in production are different than 
those used in the proposal or contract

• Labor hours charged during the 
contract are materially different than 
the estimated hours

• Contractor fails to record rebates, 
discounts, etc.



Red Flags – Defective Pricing
• Cost and pricing data are prepared by 

non-accounting personnel
• Items that have been estimated as 

direct costs are treated as indirect 
costs in the contractor's accounting 
records

• Distortion of the overhead accounts 
or base line information by 
transferring charges or accounts that 
have a material impact on the buyer's 
contracts

Red Flags – Defective Pricing
• Failure to correct known system 

deficiencies that lead to defective 
pricing

• Protracted delay in release of data 
to the buyer to preclude possible 
price reductions

• Repeated denial by the responsible 
contractor employees of the 
existence of historical records that 
are later found

Detecting Defective Pricing
• Discrepancies or 

unusual matches 
• Price discrepancies 
• Unknown vendor 



Other Detection Methods
• Examine pricing documents and data.

– Look for sketchy or incomplete documentation 
provided to support costs.

• Examine pricing proposals for omissions, 
changes, or reliance on inflated or out-of-
date information.

• Compare costs claimed by contractors to 
purchase order prices, receipts, industry 
averages, price lists, other price quotes 
and any previous contracts issued for 
similar products or services.

Other Detection Methods
• Compare estimated and actual costs to the lowest 

level of detail available; identify variances in 
quantities and costs.

• Review the contractor's miscellaneous income 
accounts to identify discounts, credits or rebates 
that should have been recorded as price 
reductions.

• Review subcontractor and vendor invoices to 
identify any discount terms and to compare actual 
costs and estimates.

• Compare proposed subcontractors and vendors 
to those actually used; identify variances and 
differences in price and quantities.

Other Detection Methods
• Compare personnel (names, positions, and 

pay rates) used on the contract versus 
those proposed for the contract.

• Interview subcontractors and vendors to 
determine:

– When the contractor contacted the subcontractor
– The specifications they quoted on
– The prices they quoted

• Identify and interview subcontractors and 
vendors of the same or similar goods or 
services and what prices they charge.



Other Detection Methods
• Interview agency or company 

personnel about the presence of 
indicators.

• Review court filings and media 
sources to see if the contractor 
has a history of  defective pricing 
or other fraudulent conduct.

• Review complaints, prior audit and 
investigative reports.

FALSE STATEMENTS AND CLAIMS
• To be fraudulent, the false 

statement must be made know-
ingly and willfully and with the 
intent to mislead. 

• Must be "material," meaning that it 
had the potential to affect the 
decision or operations of the 
recipient.  

• In a criminal prosecution, it is not 
necessary to prove that the false 
statement was actually believed or 
relied upon. 

Common False Statements
• Contractor qualifications
• Certifications or 

assurances 
• Falsified records or 

invoices
• Invoices from non-existent 

company
• Claims made on duplicate 

or altered invoices



Common False Statements
• Billing for fictitious employees
• Deliberate double billing
• Billing for goods or services not 

provided
• Shifting costs from fixed price to 

cost plus fixed fee contracts
• Inflated costs; substitution of 

cheaper goods

Common False Statements
• Cost proposal data incorrect or 

less than current or complete
• Shifting costs to affect indirect 

cost rates
• False invoice from sub 

contractor to prime contractor
• False bid and performance 

bonds

Red Flags – False Statements
• Discrepancies between reported 

facts and observed data and 
supporting documentation

• Discrepancies between reported 
facts and test and inspection 
results

• Refusal or inability to provide 
supporting documentation

• Inadequate or apparently altered 
supporting documentation



Red Flags – Defective Pricing
• Repeated "errors" by supplier
• Unreasonable claims or 

statements compared to prior 
performance or industry 
standards

• High rate of rejections, returns or 
failures

• Site inspection reports indicate 
less progress than reported

• Complaints from users

Detecting False Statements
• Different specs
• Discrepancies or 

unusual matches 
• Fail test or inspections 
• Low quality 
• Unknown vendor

Other Detection Methods
• Examine:

– Suspect statements or claims
– Supporting documents
– Test and inspection results
– Look for discrepancies between stated facts 

and supporting  documents or test and 
inspection results.

• Look for apparently altered, missing or 
incomplete supporting documents or 
test and inspection results. 

• Independently verify statements and 
claims.



Other Detection Methods

• Conduct unannounced tests and 
inspections.

• Use outside or other independent 
specialists to conduct tests or 
inspections.

• Compare progress report claims 
with site inspection reports.

Other Detection Methods
• Review related labor and material 

costs in progress payments for 
indications of front end loading of 
contract costs.

• Interview company or agency 
personnel about the presence of 
indicators. 

• Review prior complaints, audit and 
investigative reports.

Failure To Meet Contract Specifications
• Use of sub-standard building 

materials.
• Inferior quality parts and 

equipment.
• Other deliberate departures 

from contract requirements in 
order to increase profits or to 
comply with the contract 
schedule.



Red Flags – Failure To Meet Contract Specs

• Discrepancy between test and 
inspection results and contract 
claims and specifications

• Absence of test or inspection 
documentation

• Low quality, poor performance and 
high volume of complaints

• Failed tests or inspections
• Absent or inadequate test or 

inspection reports

Red Flags – Failure To Meet Contract Specs
• Absent or inadequate supporting 

documents from contractor
• Indications from the contractor's 

expense records, payroll or other 
records that it did not comply with 
contract specifications.  For 
example, indications that the 
contractor did not:

• Purchase materials required under 
the contract

• Own or lease equipment required to 
do work

Red Flags – Failure To Meet Contract Specs

• Have necessary labor on job 
site

• Inspectors socialize with or 
accept gifts or favors from the 
contractor's personnel

• Contractor resists audit or 
audit clause provision in 
contract or purchase order



Detecting - Failure To Meet Contract Specs

• Different specs
• Discrepancies or unusual 

matches  
• Fail test or inspections 
• Late delivery 
• Low quality 

Other Detection Methods
• Examine for the relevant time period:

– Contract specifications
– Contractor's statements and claims 

and supporting documents
– Test and inspection results
– Look for discrepancies between 

tests and inspection results and 
contract specifications.

• Conduct unannounced tests and 
inspections.

Other Detection Methods
• Use outside specialists to conduct 

tests and inspections.
• Review contractor's books, payroll 

and expense records to see if it 
incurred necessary costs to comply 
with contract specs.

• Interview company or agency 
personnel about the presence of 
indicators.

• Review prior complaints, audit and 
investigative reports.



FALSE, INFLATED AND DUPLICATE INVOICES

• "False invoices" refers to invoices 
for goods or services not rendered. 

• "Inflated invoices" include bills that 
charge for higher grade or cost 
materials or service than actually 
delivered.   

• "Duplicate invoices" are fraudulent 
only if issued deliberately with the 
intent to defraud. 

Red Flags – FALSE, INFLATED AND DUPLICATE INVOICES

• Weak or unenforced controls 
in the receipt of goods and 
payment of invoices

• Inadequate, copied or 
apparently altered supporting 
documents

• Missing or copied purchase 
order or receiving documents

• Submission of other than 
original or verified invoice

Red Flags – False, Inflated And Duplicate Invoices

• Invoice in around number 
amount if that is unusual in the 
circumstances

• Total payments to vendor 
exceed total purchase order or 
contract amounts

• Unusually high volume of 
purchases from one vendor



Red Flags – False Invoices
• Invoiced goods or services 

cannot be located in inventory 
or accounted for

• No receiving report for 
invoiced goods or services

• Questionable or no purchase 
order for invoiced goods or 
services

Red Flags – Inflated Invoices
• Invoice prices, amounts, item 

descriptions or terms exceed 
or do not match:
– Contract terms
– Purchase order
– Receiving records
– Inventory or usage records

• Discrepancies between 
invoice and supporting 
documents.

Red Flags – Duplicate Invoices
• Multiple payments in the same 

time period:
– In the same or similar amount to 

the same or related vendors
– On the same invoice or purchase 

order
– For the same or similar goods or 

service



Red Flags – Duplicate Invoices
• Multiple invoices with the 

same:
– Description of goods or services
– Amount
– Invoice number
– Purchase order number
– Date

• Total amount paid to vendor 
exceeds invoiced amounts.

Detecting - False, Inflated And Duplicate Invoices

• Questionable invoices 
• Missing inventory 
• No receiving report 
• Unknown vendor
• Vendor/employee match

Detecting - False, Inflated And Duplicate Invoices

• Different specs
• Discrepancies or unusual 

matches
• High prices
• Multiple payments in same or 

similar amounts
• No purchase order
• Sequential invoices
• Small initial purchases



Other Detection Methods
• Examine:

– Invoices
– Supporting documents
– Receiving records
– Payment records
– Purchase orders
– Inventory and usage records

• Look for inadequate or unenforced 
controls in the payment of invoices.

Other Detection Methods
• Review invoices and supporting documents 

and note missing or incomplete documents 
or information, apparent alterations or 
discrepancies.

• Compare invoice price, items and terms to 
purchase order or contract. Look for 
discrepancies.

• Review receiving documents to confirm 
receipt, quantity and quality of invoiced 
items.

• Compare invoiced items to inventory and 
usage records.  Look for shortage

Other Detection Methods
• Review invoices and payment records 

Look for duplicate invoices and 
payments of the same or similar:
– Invoice number
– Invoice amount
– Invoice date
– Invoice item description
– Purchase order number



Other Detection Methods
• Compare total invoiced amounts 

from vendor to total purchase 
order or contract amounts for 
time period; note overpayment.

• Interview company or agency 
personnel about the presence of 
indicators.

• Review prior complaints, audit 
and investigative reports.

Phantom Vendor
• An employee or outsider 

can create and authorize 
payments to a fictitious 
vendor in order to embezzle 
funds. 

• Employees in accounts 
payable or with procurement 
responsibilities most often 
commit the fraud. 

Fictitious Vendor Schemes
• Most Common Fraud
• Commonly Referred 

to as a “Shell 
Company or Shell”
– Insulates the Bad Guy

• Also Used in 
Corruption Schemes, 
Conflict of Interest 
Schemes, etc.



Shell Company Schemes:
How They Work

• Organization will Pay What Appears to be a 
Legitimate Vendor

• The fraudster forms the Shell using another 
person’s name as the owner (“straw man”).

• Typically, the fraudster is in a position to:
– Authorize the purchase of goods and/or services
– Approve payment of the goods and/or services
– Supervise employees who authorize and/or pay for 

the goods and services

Forming a Shell Company
• Articles of 

Incorporation –Sub 
S Corporation or 
LLC

• “Assumed Name 
Act” (or D/B/A) 
Certificate

• Partnership 
Agreement or LLP

• Or Nothing at All

Ways Fraudsters Avoid Detection
• Use Another Person’s 

Name as the Owner 
(“Straw Man”)

• Use Postal boxes, 
Mail Drops, Shared 
Offices

• Use Their Home 
Address

• Use Friends, Relatives 
or Accomplices



Submitting False Invoices
• Create the invoice using a 

professional printer, 
computer or even a 
typewriter

• Bill employer
• Submit invoice for payment
• Examiner should thoroughly 

examine the invoice

Red Flags – Phantom Vendor
• Paid vendors not on the approved 

vendor list or listed in business or 
telephone directories.

• Invoiced goods or services cannot be 
located or verified.

• Inadequate vendor identification 
information; e.g., 

• Vendor address is post office box with 
no street address or phone number

• Incorrect or non-existent address or 
phone number

Red Flags – Phantom Vendor
• No Employer Identification Number 

(EIN) provided
• EIN is not valid (may be a SSN for 

sole proprietor)
• EIN is the same as another vendor
• Different addresses for the same 

vendor, or two vendors with similar 
names and  different addresses

• Vendor address is mail drop



Red Flags – Phantom Vendor
• Vendor lists incorrect street 

address or phone number
• Sequentially numbered or 

inconsistently numbered invoices 
e.g. six-digit and four digit invoice 
numbering systems for same 
vendor name

• Weak controls: same employee can 
order, receive and approve payment 
for goods or services

• Vendor EIN matches employee SSN

Red Flags – Phantom Vendor
• Vendor address or telephone 

number matches:
– Employee's address or telephone 

number
– Address or telephone number of 

employee relative's home or business
– Address or telephone number of 

employee's outside business
– Mail drop or mail forwarder address or 

telephone number
• Vendor zip code matches employee 

zip code or residential zip code

Red Flags – Phantom Vendor
• Small initial purchase from vendor, 

followed by much larger purchases
• Payment without an invoice
• Copied or unusual supporting 

documents, purchase order or 
receiving document submitted with 
invoice

• No purchase order or receiving 
document submitted with invoice

• Invoice has an unusual or 
unprofessional appearance



Red Flags – Phantom Vendor
• Invoice is for a round number if 

that is unusual
• Unusual drop-ship or "deliver 

to" instructions
• Inventory "returns" without 

vendor credits or refunds
• Unusual or second 

endorsement on payment 
check to vendor; out of town 
vendor check is cashed locally

Red Flags – Phantom Vendor
• Vendor appears after suspect 

employee appears; disappears after 
employee leaves    

• Keen interest by contracting 
employee in invoices submitted by a 
particular vendor

• Unusual high-level management 
involvement in vendor selection or 
payment

• Sudden wealth or living beyond 
means by contracting or accounts 
payable  personnel

Detecting – Phantom Vendors
• Vendor/employee match 
• Unknown vendor
• Missing inventory
• No receiving report
• Sequential invoices
• Questionable invoices



Detecting – Phantom Vendors
• Multiple purchases under 
bid limit 

• No purchase order 
• Payment without invoice
• Small initial purchases
• Unusual approval patterns

Detecting – Phantom Vendors
• Vendor address is mail 
drop 

• Unknown vendor 
• Employee has outside 
business

• Living beyond means –
financial problems

Other Detection Methods
Examine:

– Paid vendor lists
– Approved vendor lists
– Invoices
– Checks to vendors
– Purchase orders



Other Detection Methods
• List all paid vendors and 

compare to:
– Approved vendor lists
– Business directories
– Telephone Reverse Directories
– Dun & Bradstreet listings
– Government business filings

• Look for paid vendors not on lists or 
in directories.

Other Detection Methods
• Examine:

– Invoices and supporting documents
– Purchase orders
– Payment records
– Receiving documents
– Inventory and usage records
– Returns/credits

• to determine if invoiced goods or 
services were received.

Other Detection Methods
• List all paid vendors and compare to:

– Approved vendor lists
– Business directories
– Telephone Reverse Directories
– Dun & Bradstreet listings
– Government business filings

• Look for paid vendors not on lists or in 
directories.

• Examine work product from 
consultants; note if none received or 
if reports are "boilerplate".



Other Detection Methods
• Examine:

– Invoices and supporting documents
– Purchase orders
– Payment records
– Receiving documents
– Inventory and usage records
– Returns/credits

• to determine if invoiced goods or 
services were received.

Other Detection Methods
• Review history of purchases from 

vendors and look for:
– Small initial purchases followed by much 

larger purchases
– Pattern of purchases just below upper-

level review limits
– Unusual "ship to" instructions
– Inventory "returns" without vendor credits 

or refunds
– Vendors that appear after suspect 

employee appears; disappear after 
employee leaves

Other Detection Methods
• Review results of Background/Asset Check of 

suspect vendor and  purchasing employee to 
determine:

– Existence of suspect vendor
– Ownership of suspect vendor
– Whether purchasing employees are living 

beyond means or have undisclosed outside 
businesses.

• Compare vendor names, addresses, telephone 
numbers and zip-codes to the same for:

– Employees
– Employees' outside business
– Employees' relatives residence and business



Other Detection Methods
• Compare vendor EIN (if it appears to be SSN) to 

employee's:
– SSN
– Outside business EIN
– Relative's SSN
– Relative's business EIN

• Match vendor address to mail drop or mail 
forwarder addresses.

• Match vendor zip-codes to residential zip-
codes.

• Contact licensing and regulatory agencies to 
determine if the vendor is listed, in good 
standing, etc.

Other Detection Methods
• Confirm location and existence of suspect 

vendor by telephone call and visit.
• Contact Post Office to determine name of 

individual owner of vendor P.O. boxes.
• Review canceled checks payable to suspect 

vendor and note any unusual or second 
endorsement.

• Interview company or agency personnel and 
other vendors of the same goods or services 
to determine if the suspect vendor is known 
and the presence of other indicators.

• Review prior complaints, audit and 
investigative reports

Product Substitution
• Delivery or installation of all 

goods that do not conform to the 
contract specifications without 
Buyer’s knowledge

• Product substitution can be life-
threatening in defense and other 
contracts.



Methods of Product Substitution
• Delivery of inferior and 

lower cost material
• Delivery of materials that 

have not been tested as 
required

• Falsification of test results
• Delivery of used, surplus, 

or reworked parts
• Delivery of counterfeit 

products

Methods of Product Substitution
• Submission of false 

certifications
• Delivery of unapproved 

commercial equivalents 
hardware

• Passing off of specially created 
samples for inspection

• Surreptitious movement of 
inspection tags to un-inspected 
goods

• Material that has not been 
tested as required

Typical Substitution Schemes
• Substituting materials of inferior 

quality
• Selling salvaged, rebuilt 

materials as new 
• Failure to conduct reliability 

testing, falsifying test results, and 
then selling them with false 
certifications (lab fraud)

• Buying blank processing and 
testing certifications on the black 
market and uses them to falsely 
certify parts



Red Flags – Product Substitution
• Unusual or generic packaging
• Discrepancy between product's description 

or normal appearance and actual 
appearance (e.g., "new" product appears to 
be used)

• Product identification numbers differ from 
published or catalogue numbers or 
numbering system 

• Above average number of test or operation 
failures, early replacements, or high 
maintenance and repair costs

• Highest profit lines have the highest rate of 
returns

Red Flags – Product Substitution
• Appropriate product compliance 

certificate is missing, or is altered or 
modified

• Test performed or compliance 
certificate signed by unqualified or 
inappropriate personnel

• Laboratory test reports are identical to 
sample descriptions and test results, 
varying only as to date and lot number 
tested (commercial labs failing to 
recalibrate – numbers become random)

Red Flags – Product Substitution
• Contractor offers to selects 

samples for testing programs
• Contractor selects testing company 

or performs test of the products 
itself, using own personnel

• Test records reflect no failures
• Test records reflect high failure rate 

but contract is on time and 
profitable

• Photocopies of test results are 
submitted rather than originals



Red Flags – Product Substitution
• Test results cannot be found or 

have been destroyed
• Test results are lost then 

"found" after a delay
• Test equipment old, obsolete, 

out of order or not calibrated
• Test equipment calibration 

records appear to be altered
• Inspection tags or test report 

forms not properly controlled

Red Flags – Product Substitution
• Contractor records indicate materials not 

obtained from proper sources
• Supplier buys items from competitors that 

are identical to its products
• Contract, unit or line item price is too low
• Significant differences between estimated 

and actual costs for materials
• Material or product returns not handled 

through normal procedures or handled by 
high level personnel

• Supplier purchases raw materials in lesser 
quantities than necessary to produce the 
specified items

Red Flags – Product Substitution
• Contractor has non-government 

contracts for similar products
• Packaging materials, paint, stencils, 

engraving equipment, observed at 
the contractor's facility

• Contractor is behind schedule but 
quickly catches up

• Contractor's accounting records 
reflect unusually high profit on 
questioned contract



Red Flags – Product Substitution
• Unusual or obliterated serial numbers; 

serial numbers are not consistent with 
legitimate manufacturer's numbering 
system

• Invoice or inventory item numbers or 
descriptions do not match purchase order 
terms; inventory item numbers or 
descriptions do not match invoice terms

• The supplier entertains or provides 
gratuities to the buyer's inspection 
personnel

• Close socialization between supplier and 
contracting personnel

Detecting Product Substitution
• Different specs
• Discrepancies or 

unusual matches
• Fail tests or 

inspections 
• Low quality 

Other Detection Methods – Product Substitution

• Examine:
– Contract or purchase order 

specifications
– Invoices and supporting documents
– Received product
– Test and inspection reports

• Look for:
– Unusual packaging
– Unusual product appearance
– High rate of test or operation failures



Other Detection Methods – Product Substitution

• Compare product packaging, appearance, 
description, and product number to known 
genuine product.  Segregate and identify 
source of suspect product.

• Examine test and inspection reports and 
supporting documents for discrepancies or 
alterations.

• Review testing procedures for independence 
in selection, testing and reporting of test 
results.

• Re-test samples of product on buyer's 
testing equipment or at an independent 
facility.

Other Detection Methods – Product Substitution
• Observe contractor's testing procedures on 

unannounced schedule (very worthwhile).
• Conduct unannounced tests and 

inspections at contractor's facilities.  
• Inspect and recalibrate all testing equipment 

(major fraud area for environmental labs).
• Interview company or agency personnel 

about the presence of indicators.
• Examine contractor's manufacturing or 

purchase records for suspect product.  
Identify original manufacturer or vendor.  
Note discrepancies between claimed and 
actual costs, vendors, etc.

Other Detection Methods – Product Substitution

• Contact original manufacturer or vendor 
to contractor.  Review their books and 
records, inspect product, and compare 
to known genuine product or product 
received from contractor.

• Review court filings and media sources 
to see if the contractor has a history of 
product substitution or other fraudulent 
conduct.

• Review prior complaints, audit and 
investigative reports.



Unnecessary Purchases 
• Purchase goods or services 

beyond the legitimate needs of 
the organization

• Usually as a result of:
– Kickbacks
– Hidden interest in a supplier
– Stock a side business  
– Divert items to their personal use 

Red Flags – Unnecessary Purchases
• Unreasonably high purchase or 

inventory levels
• Unusual or unexplained high 

volume purchases of products or 
services from a particular supplier

• "Surplus" sales followed by 
reorders

• Reorders after returns to vendor of 
excess product

• Replacement or repairs after 
unreasonably short time period

Red Flags – Unnecessary Purchases
• Split purchases or purchases 

without purchase order to avoid 
upper level review

• Inadequate or rushed needs 
analysis and justification

• Apparent excessive purchase of 
items suitable for personal use, 
such as consumer electronics, 
office supplies, etc.

• Purchase of inappropriate goods or 
services, e.g., parts not used by the 
buying group



Detecting Unnecessary Purchases

• Questionable purchases
• High volume purchases 
• Multiple purchases under 

bid limit
• No purchase order

Other Detection Methods
• Examine for the relevant time 

period:
– Purchase orders
– Inventory and usage records
– Repair/replacement/scrap 

records
– Returns/credits

• Look for unexplained or 
unusual increases in purchase 
of  certain goods or services.

Other Detection Methods
• Review purchases to determine if 

amounts, types and timing of 
purchases are reasonable and in line 
with previous purchases or industry 
averages.

• Compare purchase volumes to 
appropriate inventory levels.

• Determine if items are promptly re-
purchased after same items are sold 
as scrap or surplus or returned to 
vendor as excess inventory.



Other Detection Methods
• Compare replacement or repair 

orders with scheduled or 
normal replacement or repair 
dates.

• Interview company or agency 
personnel about the presence 
of indicators.

• Review prior complaints, audit 
and investigative reports.

Purchases for Personal Use or Resale
• Employees can purchase or 

requisition items that they intend 
to convert to their personal use or 
to resell. 

• Can be consumer items, such as 
tools, office supplies, motor 
vehicle parts, tires and consumer 
electronics

• Items are to be resold can be much 
more expensive and the damage 
extensive  

Red Flags – Personal or Resale
• High volume or unusual purchases of 

"consumer items" or items suitable for 
personal use or resale

• Such items missing from inventory or 
unaccounted for

• Returns of ordered items without 
corresponding credits or 
reimbursements 

• Purchase of items that appear to be 
unrelated to the organization's needs

• Purchase of items from vendors that 
sell consumer products



Red Flags – Personal or Resale
• Invoice from consumer product seller 

reflects sale of business items; e.g., 
auto parts supplier invoices for an 
industrial transformer

• Questionable scrap or surplus sales of 
suspect items.

• Purchased items "returned" to vendor 
without vendor credit or refund

• Inadequate analysis or documentation 
to support the need to acquire goods 
in the quantities purchased

Red Flags – Personal or Resale
• Small initial purchase, split 

purchases or purchases without 
purchase orders to avoid upper level 
review

• Purchased items to be drop shipped 
or delivered to another location

• Suspect employee conducts an 
outside business

• Suspect employee displays sudden 
wealth, pays down debts, or lives 
beyond means

Detecting Purchases for Personal Use or Resale

• Missing inventory
• Questionable purchases
• Questionable purchases of consumer 

items
• No receiving report 
• Multiple purchases under bid limit
• No purchase order 
• Payment without invoice
• Small initial purchases



Other Detection Methods
• Examine for the relevant time period:

– Purchase orders
– Invoices
– Inventory and usage records
– Repair/replacement/scrap records
– Returns/credits
– Look for questionable purchases of items 

suitable for personal use or resale.
• Examine purchasing documents for 

purchases that appear to be unrelated or 
inappropriate for purchasing organization.

Other Detection Methods
• Identify vendor's goods or services by SIC 

Code or otherwise.  Look for vendors whose 
product or service appears suitable for 
personal use or resale or inappropriate for the 
purchasing organization.  Review invoices 
and purchases as set out below.

• Organize a list of suspect purchases by name 
of purchasing employee or unit.  Review the 
list to determine whether the amounts, types 
and timing of  purchases are reasonable.

• Check if suspect items can be accounted for 
in inventory or usage records.

Other Detection Methods
• Review questionable scrap or surplus sales 

of suspect items.
• Review "returns" of suspect items to confirm 

vendor issued credit or refund.
• Review results of background and asset 

check to determine if suspect employee has 
outside business or lives beyond means.

• Interview company or agency personnel 
about the presence of indicators.

• Review prior complaints, audit and 
investigative reports.



Imprest Fund Abuse
• Imprest funds, "petty cash" or special 

account funds that are used for local or 
recurring expenses, can be embezzled by 
cashier or used for improper purposes by:
– Being reimbursed for non-existent or inflated 

expenses 
– Obtaining double payment by reimbursing the 

same expenses through accounts payable and 
the imprest fund

– Making unauthorized or improper 
disbursements from the imprest fund in which 
the employee has a financial interest 

Red Flags – Imprest Fund Abuse
• No oversight or weak controls on 

disbursements and reimbursements
• Lack of supporting or apparently 

altered documentation
• Payment on other than original 

supporting documentation
• Unusually large balances in imprest 

fund or numerous imprest accounts
• Discrepancies between canceled 

checks and check stubs, 
accounting records and supporting 
documents

Red Flags – Imprest Fund Abuse
• Endorsement on check differs from payee; 

unusual or second endorsement
• Checks payable to business are cashed and 

not deposited
• Disbursement of same or similar amounts 

to same person from both imprest fund 
accounts and normal accounts payable 
accounts

• Use of imprest accounts for unauthorized 
purposes, "loans" or in amounts in excess 
of those permitted

• Unusual participation by senior level 
personnel in either the use or approval of 
imprest transactions



Detecting Imprest Fund Abuse
• Examine:

– Canceled checks
– Check stubs
– Account statements
– Supporting documents
– Accounting books and records
– Look for:      

• Weak controls
• Inadequate, altered, copied or missing 

supporting documents

Detecting Imprest Fund Abuse
• Look for discrepancies between canceled 

checks and:
– Supporting documents
– Check stubs
– Account statements
– Accounting books and records

• Review endorsements on canceled checks.  
Look for checks endorsed by party other 
than payee or second endorsements.

• Review canceled checks and look for 
checks payable to third party or business 
that were cashed.

Detecting Imprest Fund Abuse
• Compare payment records from accounts 

payable and imprest fund.  Look for same or 
similar amounts paid to the same party.

• Determine if proper procedures, guidelines 
and policies are complied with.

• Determine if management oversight is 
reasonable in view of the types of 
transactions for which imprest funds are 
used.

• Interview company or agency personnel 
about the presence of indicators.

• Review prior complaints, audit and 
investigative reports.



Questions


