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Other Detection Methods

*« Compare vendor EIN (if it appears to be SSN) to
employee's:

,i — SSN
= — Outside business EIN
/?;\ — Relative's SSN
((‘W,}gj —  Relative's business EIN

* Match vendor address to mail drop or mail

/’i\\‘ﬁ;%_ forwarder addresses. P
« Match vendor zip-codes to residential zip-

codes.

« Contact licensing and regulatory agencies to

determine if the vendor is listed, in good
standing, etc.

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Other Detection Methods

« Confirm location and existence of suspect
vendor by telephone call and visit.

« Contact Post Office to determine name of
individual owner of vendor P.O. boxes.

« Review canceled checks payable to suspect

vendor and note any unusual or second AN \
endorsement. ((‘
« Interview company or agency personnel and /ﬁﬁ -
other vendors of the same goods or services ~
to determine if the suspect vendor is known
and the presence of other indicators.
* Review prior complaints, audit and
investigative reports

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com
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Product Substitution

« Delivery or installation of all
goods that do not conform to the
contract specifications without
Buyer’s knowledge

¢ Product substitution can be life-

threatening in defense and other
contracts.

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com
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cauntants & Consulian

Methods of Product Substitution

« Delivery of inferior and
lower cost material

« Delivery of materials that
have not been tested as
required

« Falsification of test results

« Delivery of used, surplus,
or reworked parts

« Delivery of counterfeit
products

Capyrignt B MaGovendGmeene 1003 WWW.MEJOVe Mgreens com
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Methods of Product Substitution

* Submission of false
certifications

« Delivery of unapproved
commercial equivalents
hardware

« Passing off of specially created
samples for inspection

« Surreptitious movement of
inspection tags to un-inspected
goods

« Material that has not been
tested as required

Camright @MaGovemaGmeene 200 W mEgoverAgresns. com
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Typical Substitution Schemes

« Substituting materials of inferior
quality

¢ Selling salvaged, rebuilt
materials as new

« Failure to conduct reliability
testing, falsifying test results, and
then selling them with false
certifications (lab fraud)

¢ Buying blank processing and
testing certifications on the black
market and uses them to falsely
certify parts

Capyright B MalovendGreene 1003 WWW.MEJOVeMgreens com
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Red Flags — Product Substitution

* Unusual or generic packaging

« Discrepancy between product's description
or normal appearance and actual
appearance (e.g., "new" product appears to
be used)

« Product identification numbers differ from
published or catalogue numbers or
numbering system

« Above average number of test or operation
failures, early replacements, or hig
maintenance and repair costs

* Highest profit lines have the highest rate of
returns

rog!
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Red Flags — Product Substitution

* Appropriate product compliance
certificate is missing, or is altered or

modified
* Test performed or compliance N

certificate signed by unqualified or
inappropriate personnel

« Laboratory test reports are identical to
sample descriptions and test results,
varying only as to date and lot number
tested (commercial labs failing to
recalibrate — numbers become random)

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com
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Red Flags — Product Substitution

» Contractor offers to selects
samples for testing programs

« Contractor selects testing company
or performs test of the products
itself, using own personnel

* Testrecords reflect no failures

» Test records reflect high failure rate
but contract is on time and
profitable

* Photocopies of test results are
submitted rather than originals

s

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com




MCGOVERN & GREENE w

Red Flags — Product Substitution

¢ Test results cannot be found or
have been destroyed

¢ Test results are lost then
"found" after a delay

¢ Test equipment old, obsolete,
out of order or not calibrated

¢ Test equipment calibration
records appear to be altered

« Inspection tags or test report
forms not properly controlled

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Red Flags — Product Substitution

« Contractor records indicate materials not
obtained from proper sources

« Supplier buys items from competitors that
are identical to its products

« Contract, unit or line item price is too low

« Significant differences between estimated
and actual costs for materials

* Material or product returns not handled
through normal procedures or handled by
high level personnel

* Supplier purchases raw materials in lesser
quantities than necessary to produce the
specified items

Y N

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com
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Red Flags — Product Substitution

« Contractor has non-government
contracts for similar products
« Packaging materials, paint, stencils, "
engraving equipment, observed at TN
the contractor's facility
« Contractor is behind schedule but
quickly catches up
« Contractor's accounting records
reflect unusually high profit on
questioned contract

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com




McGOVERN & GREE

Red Flags — Product Substitution

« Unusual or obliterated serial numbers;
serial numbers are not consistent with
legitimate manufacturer's numbering

4 system

« Invoice or inventory item numbers or
descriptions do not match purchase order
terms; inventory item numbers or
descriptions do not match invoice terms

* The supplier entertains or provides
gratuities to the buyer's inspection
personnel

+ Close socialization between supplier and
contracting personnel

»

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Detecting Product Substitution

- Different specs

. . {3
« Discrepancies or
unusual matches

e Fail tests or
inspections

e Low quality

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com
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¢ Examine:
— Contract or purchase order
specifications
— Invoices and supporting documents
— Received product
— Test and inspection reports
e Look for:
— Unusual packaging
— Unusual product appearance
— High rate of test or operation failures
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Other Detection Methods — Product Substitution

« Compare product packaging, appearance,
description, and product number to known
genuine product. Segregate and identify
source of suspect product.

» Examine test and inspection reports and
supporting documents for discrepancies or
alterations.

» Review testing procedures for independence
in selection, testing and reporting of test
results.

* Re-test samples of product on buyer's
testing equipment or at an independent
facility.

Capyrignt B MaGovendGmeene 1003 WWW.MEJOVe Mgreens com
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Other Detection Methods — Product Substitution

« Observe contractor's testing procedures on
Q unannounced schedule (very worthwhile).

f Conduct unannounced tests and
inspections at contractor's facilities.
Inspect and recalibrate all testing equipment
(major fraud area for environmental labs).
Interview company or agency personnel
about the presence of indicators.

Examine contractor's manufacturing or
purchase records for suspect product.
Identify original manufacturer or vendor.
Note discrepancies between claimed and
actual costs, vendors, etc.

Camright @MaGovemaGmeene 200 W mEgoverAgresns. com
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Other Detection Methods — Product Substitution

« Contact original manufacturer or vendor
to contractor. Review their books and Q
records, inspect product, and compare
to known genuine product or product
received from contractor.

* Review court filings and media sources
to see if the contractor has a history of
product substitution or other fraudulent
conduct.

¢ Review prior complaints, audit and
investigative reports.

Capyright B MalovendGreene 1003 WWW.MEJOVeMgreens com
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the organization

— Kickbacks

Unnecessary Purchases

¢ Purchase goods or services
beyond the legitimate needs of

¢ Usually as a result of:
— Hidden interest in a supplier

— Stock a side business
— Divert items to their personal use

Capyright @MaGovemaGmeene 2001
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inventory levels

reorders

excess product

Red Flags — Unnecessary Purchases

* Unreasonably high purchase or

Unusual or unexplained high
7 N volume purchases of products or
services from a particular supplier

e "Surplus" sales followed by

« Reorders after returns to vendor of

* Replacement or repairs after
unreasonably short time period

Camright @MaGovemaGmeene 200
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« Split purchases or purchases
without purchase order to avoid
upper level review

» Inadequate or rushed needs
analysis and justification

» Apparent excessive purchase of
items suitable for personal use,
such as consumer electronics,
office supplies, etc.

» Purchase of inappropriate goods or
services, e.g., parts not used by the
buying group

wWww.mogovemgreene com

Red Flags — Unnecessary Purchases

Capyright BMeGovemBGmeene 2001
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Detecting Unnecessary Purchases

* Questionable purchases
E e High volume purchases
e Multiple purchases under
bid limit
* No purchase order

Capyright @MaGevemaGreene 2003 WWW.MEJOvemgreens.com
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Other Detection Methods

* Examine for the relevant time
period:
— Purchase orders
— Inventory and usage records

— Repair/replacement/scrap
records

— Returns/credits

e Look for unexplained or
unusual increases in purchase
of certain goods or services.

Capyight @MGavenatmeene 000 Www megovemareens com
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Other Detection Methods

* Review purchases to determine if
amounts, types and timing of
purchases are reasonable and in line
with previous purchases or industry
averages.

e Compare purchase volumes to
appropriate inventory levels.

* Determine if items are promptly re-
purchased after same items are sold
as scrap or surplus or returned to
vendor as excess inventory.

Capyright @MaGevemaGmeene 2003 WWW.MEgovemgreens.com
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Other Detection Methods

e Compare replacement or repair
orders with scheduled or
normal replacement or repair
dates.

* Interview company or agency
personnel about the presence
of indicators.

e Review prior complaints, audit
and investigative reports.

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Purchases for Personal Use or Resale

* Employees can purchase or
requisition items that they intend
to convert to their personal use or
to resell.

¢ Can be consumer items, such as
tools, office supplies, motor
vehicle parts, tires and consumer
electronics

« Items are to be resold can be much
more expensive and the damage
extensive

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com
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Red Flags — Personal or Resale

» High volume or unusual purchases of
"consumer items" or items suitable for
personal use or resale

¢ Such items missing from inventory or
unaccounted for Y N

» Returns of ordered items without
corresponding credits or
reimbursements

« Purchase of items that appear to be
unrelated to the organization's needs

¢ Purchase of items from vendors that
sell consumer products

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com
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Red Flags — Personal or Resale

* Invoice from consumer product seller
reflects sale of business items; e.g.,
auto parts supplier invoices for an
industrial transformer

* Questionable scrap or surplus sales of

suspect items.

Purchased items "returned"” to vendor

without vendor credit or refund

» Inadequate analysis or documentation
to support the need to acquire goods
in the quantities purchased

rog!
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Red Flags — Personal or Resale

* Small initial purchase, split
purchases or purchases without
purchase orders to avoid upper level
review

¢ Purchased items to be drop shipped
or delivered to another location

* Suspect employee conducts an
outside business

« Suspect employee displays sudden
wealth, pays down debts, or lives
beyond means

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com

Detecting Purchases for Personal Use or Resale

e Missing inventory
* Questionable purchases

* Questionable purchases of consumer
items

* No receiving report

« Multiple purchases under bid limit
* No purchase order

« Payment without invoice

* Small initial purchases

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com




Other Detection Methods

«  Examine for the relevant time period:
—  Purchase orders
— Invoices
— Inventory and usage records
— Repair/replacement/scrap records
—  Returns/credits
—  Look for questionable purchases of items
suitable for personal use or resale.
¢ Examine purchasing documents for
purchases that appear to be unrelated or
inappropriate for purchasing organization.

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com

Other Detection Methods

« |dentify vendor's goods or services by SIC
Code or otherwise. Look for vendors whose
product or service appears suitable for

purchasing organization. Review invoices
and purchases as set out below.

Organize a list of suspect purchases by name
of purchasing employee or unit. Review the
list to determine whether the amounts, types
and timing of purchases are reasonable.
Check if suspect items can be accounted for
in inventory or usage records.

Capmoht @ MaGrvemaGeene 1001 WWWLMEQOveMgreens com

Other Detection Methods

Review questionable scrap or surplus sales
of suspect items.

Review "returns" of suspect items to confirm
vendor issued credit or refund.

* Review results of background and asset
check to determine if suspect employee has
outside business or lives beyond means.
Interview company or agency personnel
about the presence of indicators.

Review prior complaints, audit and
investigative reports.

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com
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Imprest Fund Abuse

« Imprest funds, "petty cash" or special
account funds that are used for local or
recurring expenses, can be embezzled by
cashier or used for improper purposes by:

— Being reimbursed for non-existent or inflated
expenses

— Obtaining double payment by reimbursing the
same expenses through accounts payable and
the imprest fund

— Making unauthorized or improper
disbursements from the imprest fund in which
the employee has a financial interest

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Red Flags — Imprest Fund Abuse

« No oversight or weak controls on
disbursements and reimbursements

* Lack of supporting or apparently
altered documentation

= Payment on other than original
supporting documentation

» Unusually large balances in imprest
fund or numerous imprest accounts

» Discrepancies between canceled
checks and check stubs, .
accounting records and supporting
documents

Y N
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Red Flags — Imprest Fund Abuse

« Endorsement on check differs from payee;
unusual or second endorsement

» Checks payable to business are cashed and
not deposited

« Disbursement of same or similar amounts 2
to same person from both imprest fund X
accounts and normal accounts payable
accounts

» Use of imprest accounts for unauthorized
purposes, "loans" or in amounts in excess
of those permitted

* Unusual participation by senior level
personnel in either the use or approval of
imprest transactions

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com




e Examine:
— Canceled checks
— Check stubs
— Account statements
— Supporting documents
— Accounting books and records

— Look for:
*  Weak controls
* Inadequate, altered, copied or missing
supporting documents

Capyrignt B MaGovendGmeene 1003 WWW.MEJOvemgreens.com
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Detecting Imprest Fund Abuse

« Look for discrepancies between canceled
checks and:
— Supporting documents
— Check stubs
— Account statements
— Accounting books and records
« Review endorsements on canceled checks.
Look for checks endorsed by party other
than payee or second endorsements.
» Review canceled checks and look for
checks payable to third party or business
that were cashed.

Camright @MaGovemaGmeene 200

Detecting Imprest Fund Abuse

« Compare payment records from accounts
payable and imprest fund. Look for same or
similar amounts paid to the same party.

« Determine if proper procedures, guidelines
and policies are complied with.

« Determine if management oversight is
reasonable in view of the types of
transactions for which imprest funds are
used.

 Interview company or agency personnel
about the presence of indicators.

« Review prior complaints, audit and
investigative reports.

Capyright B MalovendGreene 1003 WWW.MEgovemgreens.com




MCGOVERN & GREENE w

Questions
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