auehrorensidanaljsis

IAllocktatlsomeloft the general steps used
inlconductingralcomputer forensic_examination:







case. In addition to a valid copy of the original chain of
custody/evidence receipt, a completed copy of the NCFU Request for
Service form (see attached exhibit 1) must be submitted. The
completed NCFU Request for Service forrm contains information about
the case as well as |lfnnnatnn ahuut what the submll:t also

in nrder to Inﬂte. If a case or computer E\'II‘IEIH:E is stl:mll.'ted tn the
NCFU without a completed NCFU Request for Service, a member of the

NCFU staff will contact the submitti and uest that the
submitti complete and submit a copy of the NCFU Request for
Service form. I a completed copy of the uest for Service form is
not submitted to the NCFU within a reasonable amount of time (as
determined by the NCFU Supervisor), then the computer evidence will
be retumed to the submitting party without a computer forensic
mmlnatmn having been conducted.”
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| |
CASE INFOBRMATTOXN [pizzss print iagity. f ot Applizseis, antar <Hs7) Ll e 2 |
Is this the first requestin this case? Date: Agency Caze #
B First REquqESI O Follow-up Requast 05/09/2006 | =Y KC-0201-0099
Submitting Perzon: Submitting Person Suzpeet Name
Craig Goscha Phone: Or Caze Title: Shawn Healy
816-026-7644
Caze Agent Name: Craig Goscha SquadUnit: NCEU Submitting Agency USDA-0IG
Casze Agent Phone: $16-926-7644 Caze Agent Email: R

Serviee or Seizure Location (Address): | Date of Seizura: Type of SETUTE urm meme s mm o Cawss s amens)
OSearch Warrant [JConzent [JOIG [HInternal
8930 Ward Parkway, Suite 3016, 050912006 .
Kansas City, Mo 64114 OCrand Jary OAdmin JOtherk
== e ThI Includas sny masrial spsciied Undsr fa Privacy 1 )
Frivilezed Information” Protaction Ad. i}mxarrpisP::y material Intended for Special Handlmg? I any additonal “Spacial Hand %Fm LT3R 3ra raguinad
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prograna
Were anv NCFU perzonnel conzuled [Ty b 7ot Nomaiey- Diate:
Service Requested el o . By B e e, et o S e s o B s B e, P s b B .

On 05/09/2006 OCIO contacted us in regard to firewall logs which indicated that a computer with an [P
address, that resolved tc a USDA computer assigned to a USDA employee, was used to access mtemet web
pages and files that are potentially illegal or inappropriate in nature. The computer in question was located and
appeared to be "powered off". The hard drive was removed and is provided for a forensic examination. Please
examine the hard drive for any evidence of the receipt, manufacture or distribution of illegal or inappropriate
images or videos. Additionally, please examine the hard drive for any non-government email accounts and

provide the email messages for review by the case agent.




IThel Forensicl Images:
Cornerstonelofd Computer Forensics

EnCase Forensic
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Y= Text [ Hex [ Report| ] Console 7@ Detals [ | Lock [ ] 0/56990 g Ensaripts | S Fiters [i= Conditons ] Queries A4y
- Enscripts
Device - =
Name: S1_R1_Q1_1 =y Include
Actual Date 05/09/06 02:26:50PM
Target Date: 05/09/06 02:26:50PM
File Path: C\Documents and Settings\SMHEALY My Documents\Admin Docs\PDC
Presentation'S1_R1_Q1_1.E01
Case Number: PDC Presentation
Evidence Number: S1_R1_Q1_
Examiner Name Shawn Healy, FE, EnCE, SCERS
Motes: Fujitsu MHV2040AH 40GB HDD S/N: NT26T5B2W483
Drive Type: Fixed
File Inteqrity- Comnletely Verified 0 Error
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Raid Stripe Size:
Error Granularity: 1

Read Errors: 0 |
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Compression: Best

Total Size: 40,007,761,920 bytes (37.3GB)

Total Sectors 78,140,160

Partitions

Code Type Start Sector __ Total Sectors __Size

o7 NTFS [ 78.140.160 37.3G8

2 PDCPresentation\S1 R1.Q1 1 (PS0 SO 000 FOO LE 1)




[EorensiclAnalysis? A €ase Regarding
InternetfAbusellnappropriate or lllegal Content
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All of the pictures of
interest appear to be in a
“user created” folder. This
indicates they were
intentionally saved, but
where did they come from?
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MName 091503a.jpg
File Created 05/09/06 01:42:09PM

== x|
Last Accessed 05/10/06 02:47-05PM
Last Written 05/09/06 01:42:04PM B2 B u=r Fumiz e EER
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J[E]Text [ |Hex .gfFictre jREpurtlﬂCnnso\E S@Detals [ Lock [] 0/57391 H S Fiters (s Conditions 7] Queries A4 b
URL: httpz/ithekansan.com/images/09150 3004802 ;Ib’“igﬁ‘smms

Host: thekansan.com -

Cached Date:  D5/09/06 D1:42:07PM The MDS hash for the picture located

Cache Path: S1_R1_Q1_1\C\Documents and Se

Files\Content.|ES'TSPIS0I71091503a| in the temporary internet files
matches that of the one located in
the “user created” folder. This
indicates that it is the same file and
now we know where the picture
came from. The picture was saved by
the computer user after it was
viewed over the internet.
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MypedlURB Entries

e Edit Report View Window Help
Z 2R N BEEE L
B ] ActiveMovie = [ame |
G120 Advanced INF Set
B30 ASF Stream Descri
33 Clock

{2 Command Process
&3 cTF

G2 EventSystem
-3 File Manager

QrFe

{23 GDIPlus

{3 HMTCDWrite

2 1eAK

-3 Installer

{0 Internet Account

{23 Internet Connectic

-0 Internet Explorer

{23 Default HTML |

£ Default MHTMI

{1 Desktop
{Z Document Win
{23 Dowrload

{23 Explorer Bars

{C3 Extensions
2 Help_Menu_ur
+{3 InformationBa

3 InteliForms

(2 nternational
3 main

3 Media

-3 MenuExt

23 New Windows
(0 PageSetup

urIZ
ur|3

5 urI11

urIlZ
urI13
ur|14
urI15
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) searchurl
3 searity
13 Services
(0 Settings
£ Toolbar
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3 URLSearchHoc_|
{0 Internet Mail and I
23 Javavm
G120 Keyboard
(] MediaPlayer
1] MessengerService
1 (3 Microsoft Manager
120 MovieMaker
{23 MPEG2Demultiplex
1] MS Design Tools
#1- (] MSDAIPP
-] MSHandwritingTIP
#1-[ Multimedia
51-(C0 NetDDE
4] Netshow
{23 Notepad
123 Ntbackup
G- Office
&2 Outiook Express
=, =
« >

urIZS

NTUSER.DAT\Software\Microsoft\nternet Explorer{TypedURLs

Type [ Data

==l
REG_SZ http: /jwww .ameristarcasino .com/ 1= x|
REG_SZ http:/fauto.search.msn.com/response. asp?MT =amerista. ..
REG_SZ http://auto.search.msn.com/response. asp?MT =amerista. ..
REG_SZ http:/fwww.images.google.com/
REG_SZ http:/fwww kechiefs, com/
REG_SZ http: /jwww .gmail.com
REG_SZ http:/fwww.apple.com/
REG_SZ http: /fwww .hotmail.comf
REG_SZ . .microsoft.com/
REG_SZ http:/jwww .dell.com/
REG_SZ http:/fwww . mathisfun.com/
REG_SZ http: /fwwew . nick, comf
REG_SZ
REG_SZ
REG_SZ http:/jwww.newegg. com/
REG_SZ http:/fwww.encase.com/
REG_SZ -
REG_SZ
REG_S5Z
REG_SZ
REG_SZ . poworld. comy
REG_SZ http: /jwww . bestbuy. comf
REG_SZ http: /fwww . drcuitcity. com)
REG_SZ http: {jwww.officedepat. com/
REG_SZ http:/fwww . officema.com/

-]




From : Shawn Healy <shealy@leo_gov=>
Sent : Wednesday, May 10, 2006 2:57 PM
To: <oigcomputernerd @ hotmail com>
Subject : FW: Funny Stuff’

0 Attachment - Mac-Clean wirv (3.53 MB). captain win wmv (2.54 )

B | & | rdr

ubject : ' Funny

0 Attachment : Mac-Clean.wary (3.53 MB). captain win.wmv (2.54 MB)

% || X | EIbox
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EmairaTiacingl it Back

I B Fwd: Email header - Secretary threat - Message (Plain Text) ;lglﬁl

File Edit WView Insert Format Tools Actions Help

g AR 2 u

:— =3 Forward | X

| Extra line breaks in this message were removed.

From: SHAWN HEALY [SMHEALY @oig.usda.gov] Sent:  Fri6/9/2006 10:43 AM
To: shealy @leo.gov
Cc
Subject: Fwd: Email header - Secretary threat
< ————— Original Message ————- ;I

From: Shayne Theobald

To: cgoschafsunflower.com

Sent: Wednesday, December 18, 2002 8:56 FM
Subject: Regquested E-mail

I hope this helps you. It was good to talk to you and I hope you can get
down here soon.

Shayne

11



ofentially Important Informatio

72 AccessData Registry Viewer (tm) - [NTUSER.DAT]
File Edit Repork  WView Window Help

= | B o= [ F 5 E |G S P
= MetShow =] [[rame | Type | bata
{3 Motepad [@B]1tem Data REG_MULTI_SZ Wed May 10 18:50:15 2006 -——— “WDCOCIOFPO3™ Wed M. ..
{23 mMtbackup
=183 Office 1ultiple String Values x|
-0 Outlook Express
=3 PhotoUploadControl
B Plust Value Mame:
=185 Protected Storags System Provider
=-{Z3 S-1-5-21-2052111302-1383384895-10602842958-1003 IItElTl Data
41 {23 IdentityMgr o
{Z3 InfoDelivery |
=-{Z3 Internet Explorer : Data:
=03 et e ok 0 [Wed My 10 18:50:15 2006 -— WDCOCIOFPO3
://bankcardsonline. commercebank. comt K -
://bankcardsonline. commercebank. com/C Wed Mzy 10 18:50:24 2006 — “WDCOCIOFP
iffsecure.newegg. com/MewVersion,My A Thu Mav 11 12:44:26 2006 --- chiefs
— =l {{secure.newegg. com/Mewversion/MyAd Thu May 11 12:44:54 2006 - kecchiefs
£ http L] q:StringData  -gunts/ServiceLogin:StringData
{23 http “~] g:StringIndex  -gunts/Servicelogin:StringIndex
| | —
iLast Wiritten Time 5/11/2006 12:44:55 UTC
000
01031 0O 30 = -o-
020 |32 oo 31 30 0o 36 oo -5~
030|200 oo zo zo oo zo oo - -
o040 |22 no s7 42 00 4= oo -o-
o050 |46 oo so 57 00 &5 o0 -e-
060 |82 Do zo 21 0o 30 oo -o-
o70|zo0 oo 31 3a 0o 3z oo -2
o080 |34 oo zo zo 0o 2o oo .
080 |24 oo za ZZ DO ST 00 |—vmemam- RS B
0a0 |44 Do a3 46 00 S0 00 |D-C-Q-C-I-O-F-E-
obo |22 oo oo 4d 00 61 00 |"---T-h-u- -M-a-
oco |78 no zo 3z 00 32 00|w- -1-1+ ~1-Z-:-
o0do |34 po 34 2 00 30 DO |4-4-:-2-6- -2-0-
oeo |30 Do 38 2d 00 2d 00 |0-6+ + +—v—e—n—=
oro|zo oo zo &6 00 73 0o - -c-h-i-e-Z-s-
100 |00 oo sa &1 00 79 00|--T-h-u- -M-a-y-
110|200 oo 31 32 00 34 00| +1-1- -1-2Z-:-4-
120|324 0o 32 30 00 30 oo|4-:-5-4- -2-0-0-
13036 0o zo zd 0o 2o oo s e .
140|z0 Do &b &5 00 &6 00 k-cec-h-i-e




Parent]

WellisstSomething?

L i Locaﬁonlnformation
o oAty @Capabilities
E{Sla:ah E{UINumber

= Hm HardwareID

Hardw

| CompatibleIDs
[ab]ClassGUID
Class

| Driver

(aB]mtg
Ser\rice
E{ConﬁgFlags

Parent[dPreﬁx

'
| 711 L s sssarsesosson
. sesToR |

lLast Wiritten Time 5/9/2008 18:56:28 UTC

system\ControlSet00 1\Enum\USE\Vid_05de&Pid_a420\35A3F810172108281104,

REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_MULTI_SZ
REG_5Z
REG_5Z
REG_5Z
REG_5Z
REG_5Z
REG_DWORD
REG_5Z

7 AccessData Registry Viewer (tm) - [system] —l=] x|
[Z] File Edit Report wiew Window Help =] x|
B EETEENLEE
P = uss =] [Name [ Type [ Data |
= Hasp [2B|DeviceDesc REG_SZ USB Mass Sterage Device
: (1] 683a3ae6d180800 [ab] L ocationInformation REG_SZ JUMPDRIVE PRO
| & E‘i‘%;&ﬁa‘;’dmﬂ&ﬂ” [R¥ capabiities REG_DWORD 000000014 (20)
- (B8 UtNumber REG_DWORD 0%00000000 (0)
Pl g x;ﬁ;‘g‘;ﬂ Hardwareld REG_MULTI_SZ  USB\id_D5dc&Pid_s4208Rev_3000 USB\Vid_05dcaPid_a420
I =P petipon [t compatiblerDs REG_MULTI_SZ  USB\Class_08&SubClass_06&Prot_50 USE\Class_DS&SUDClass_06 USE\Class_08
' (3 . .
D R DewceDesc REG_SZ USB Human Interface Device
EVICE| I
REG_SZ External HOD

0x00000084 (132)
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USB\Class_03&SubClass_D0&Prot_00 USE\Class_03&5ubClass_00 USB\Class_03
{745A17A0-74D3-1100-B6FE-00ADCI0FSTDAL

HIDClass

{745A17A0-74D 3-11D0-BSFE-00AOCIOFSTDA D00

(Standard system devices)

HidUsh

0%00000000 {0)

Ta1f947d4780

JSE\COM..
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