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IntroductionIntroduction

Why should I be concerned about 
Information technology controls?

and
What do I need to know about 
wireless networking?
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AgendaAgenda

• Risk
• Audit Objectives, Tools, Methodology
• Findings
• Audit Impact
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Risk Risk –– What’s in Your What’s in Your 
Wallet?Wallet?
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Security AttributesSecurity Attributes

• Availability
• Confidentiality
• Integrity

• Tradeoff:
Cheap & Convenient Expensive & Restrictive
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Guess Who’s Listening?
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The Ultimate DenialThe Ultimate Denial--ofof--Service Service 
Attack!Attack!

“A team of computer security researchers plan to report 
Wednesday that it had been able to gain wireless access 
to a combination heart defibrillator and pacemaker.  They 
were able to reprogram it to shut down and to deliver jolts 
of electricity that would potentially be fatal – if the device 
had been in a person.  The researchers also said they 
were able to glean personal data by eavesdropping on 
signals...”

NY Times March 12, 2008
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So What?So What?

• Sensitive and Confidential information 
could be broadcast in the clear 
(compliance)

• At increased risk of Denial of Service 
(DOS) attacks

• Expose internal networks to potential 
external exploitation
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Legal Compliance (SB 583 Legal Compliance (SB 583 –– Section 12)Section 12)

Any person that owns, maintains or 
otherwise possesses a consumer’s 
personal information must develop, 
implement and maintain reasonable 
safeguards to protect the security, 
confidentiality and integrity of the personal 
information, including disposal of the data.
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Audit Tools & Audit Tools & 
MethodologyMethodology

Measuring your WiFi Footprint
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BackgroundBackground

• 2006 did a risk assessment of the state's 
use of WiFi

• Established a baseline
• We wanted to know the extent of use, 

whether users were adhering to best 
security practices, whether WiFi use was 
controlled by policy.
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ToolsTools

• Laptop (linux)
• GPS
• Wireless card
• Scanning software found on the Internet 

(kismet)
• Umbrella and a dry pair of shoes!
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MethodologyMethodology

• Performed preliminary scan (war walk)
• Sent a survey to agencies
• Performed numerous follow-up scans to 

validate discrepancies (scans vs survey 
info)

• Interviewed responsible parties (officials 
and technicians)
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MethodologyMethodology

• Did not capture packets (we could have)
• Did not exploit the vulnerabilities we found
• Notified state officials & state police prior to 

scans
• Generally did not enter buildings 

(unannounced)
• Used NIST Criteria
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ObjectivesObjectives

Determine:

• Extent of WIFI use
• Implementations followed best security 

practices
• WiFi use was supported by framework 

security policy
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FindingsFindings
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Audit ResultsAudit Results

• Use of WIFI was widespread
• Vast majority of implementations did not 

fully implement NIST security 
recommendations

• Policies generally did not address or 
regulate WIFI use
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Specific WeaknessesSpecific Weaknesses
• Broadcast signals were set too high
• Utilized no or weak encryption protocols
• Broadcast SSID
• WIFI networks not segregated (fire walled) from 

secure wired networks
• Intrusion detection not utilized
• No monitoring (rogue access points)
• No risk assessment prior to deployment
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Audit ImpactAudit Impact
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Lessons LearnedLessons Learned

• Watched pots seldom boil over.
• Children behave better when watched closely.
• It’s harder to pick out the good guys in a crowd.
• It’s hard to feel like a winner when they keep 

changing the rules.
• IT technicians are generally not the problem nor 

do they always provide the solution.
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What Should We Do?What Should We Do?
“Foremost, corporations need to:

• Recognize the risk and commit resources to take 
decisive actions that will control the vulnerabilities.

• Inventory the high-value data and most serious 
exposures

• Evaluate which countermeasures directly and cost-
effectively reduce their highest risks.

• Implement a reasonable strategy that phases in 
improvements in information security

• Commit ongoing resources to revise and refine over time 
as circumstances evolve.”
Information Systems Control Journal – volume 1 2008. “Business Risks and Security Assessment 

for Mobile Devices” by Patrick Mayer Milligan, PhD., and Donna Hutcheson, CISA.
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Questions?Questions?
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